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Webinar Logistics

• Slides and recorded webinar will be posted to www.designlights.org
after presentation

• All attendees on mute; Please use GoToWebinar Interface (Question 
pane) to submit questions  as we go

• DLC will answer simpler questions at the end, as time permits; and 
follow-up directly with attendees with any unanswered questions

• If you experience any technical issues, use Chat feature to let us know
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http://www.designlights.org/


Agenda

• Introduction

• Interoperability

• Cybersecurity

• Misc.
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NLC Technical Requirement Evolution

June release Version Main Topics

2016 1 Initial release for interior applications

2017 2 Add exterior applications

2018 3 Add DC/PoE; and multi-year plans for energy monitoring 
and cybersecurity

2019 4 Require energy monitoring, and define cybersecurity

2020 5 Introduce interoperability which includes energy 
monitoring; and require cybersecurity



Current Timeline for NLC-5
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2/4

Draft 1 release

3/17 
Comments 

due

4/16 

Draft 2 release

5/29 
Comments 

due

6/17 

Final release

You are here



Comment Forms
All comments must be submitted 
using DLC Comment Forms. Please 
download the Comment Form and 
submit a completed form to 
comments@designlights.org by May 
29
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mailto:comments@designlights.org


NLC Technical Requirement
Overview
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Draft 1 changes from Version 4.0 are highlighted in yellow.  Changes from Draft 1 to Draft 2 are highlighted in 
blue.



NLC5 
Focus 
Areas Cybersecurity

• The practice of defending networked systems and 
data from malicious attacks

• Critical for customer trust and adoption

Interoperability
• The capability of lighting and/or building systems or 

components to exchange actionable information
• Unlocks new energy savings by connecting different 

systems
• Includes External Systems Integration, LS/DR, 

Energy Monitoring 
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NLC Coming of Age

Interoperability  
How to make 

friends and play 
well with others

Cybersecurity  
Don’t talk to 
strangers 11
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Table 3: Definitions of Capabilities and 
Requirements
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...

Pages 15-20



Table of Contents, 
page 2
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Interoperability
pages 5-9
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Interoperability

• Interoperability is defined as the ability of two or more systems or 
system components to exchange actionable information

• SEPA (Smart Electric Power Alliance)



Interoperability Objectives
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• Unlock energy savings opportunities

• Broader customer acceptance

• Stronger value proposition
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Interoperability, First 3 Use Cases

• External Systems Integration (e.g. HVAC)

• Load Shedding/Demand Response (LS/DR)

• Energy Monitoring (EM)



Interoperability will unlock 
value

• Asset Tracking
• Conference Room 

Scheduling
• Space Optimization

$300EMPLOYEE
Cost

$30RENT
Cost

UTILITY
Cost $3

~$ per ft2

$3000BUSINESS 
Revenue

• Occupancy-based HVAC
• Load Shed for Utility Incentives
• Energy Reports for Utility 

Incentives

• Way Finding
• Customer Loyalty Apps
• Product Placement 

Optimization



Energy Monitoring 
Multi-Year Plan
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June 2018 V3
• The Energy Monitoring type was Reported.

June 2019 V4
• Energy Monitoring Capability is Required
• Energy report .CSV and/or API
• Exception for room-based systems
• 1-year grace period

June 2020 V5
• Data requirements

• 15-minute timestamped interval data

• Record retention > 2 years

• Guidance for contents, Tables EM-1, EM-2



Thanks for Comments on Draft 1

• Interoperability
–BMS: NLC has no data about thermal zones

–LS/DR: Clarify tables

–EM:  
 Revise table of parameters  

 Align with ASHRAE 90.1 loosely

 Accept status change reports

 Add option for room-based systems
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Reporting 
guidelines for LS/DR 
(p.6) and EM (p.8)
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Energy 
Monitorin
g
definition 
updates in 
Table 3
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Cybersecurity
pages 10-12



Cybersecurity Plan
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June 2018 NLC-3
Cybersecurity activity is reported.

June 2019 NLC-4
Establish criteria to qualify a set of cybersecurity standards.  
Only products that comply with a qualified standard may declare the optional
cybersecurity capability.

June 2020 NLC-5
Cybersecurity is Required.  Products must comply with at least one standard that meets 
the criteria defined in V4 (or reapply under V4 with the 1-year grace period). 

June 2021 NLC-6
Cybersecurity is Required.  
All products without cybersecurity are removed from the list by Oct 31, 2021.



DLC Cybersecurity Intent

• Ensure listed Manufacturers have done at least some 
diligence in addressing cybersecurity of their system

• Cite 3rd party standards
• Disclose those efforts for users of the QPL

What DLC wants to do:

• Claiming assurance or responsibility or liability for 
cybersecurity performance of listed systems

What DLC wants to avoid:

28



Modifications from Cybersecurity Working Group

• Make space for services that are not-quite-standards

• Extend the grace period to new products, same as renewals

• Note: no exceptions for self-contained systems, because multiple 
standards already provide varying levels of rigor based on risk
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Thanks for Comments on Draft 1

• Cybersecurity
–Be very explicit about acceptable services

–Clarify certification expiration

–Expand recognized compliance pathways
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Cybersecurity

• Goal: accept proprietary standard certifications, while maintaining 
quality
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Cybersecurity Tables, page 12
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Miscellaneous
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...

Page 4
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Page 4

Commercial Availability



Grace Period

• Systems without cybersecurity will drop off the QPL in October 2021

• Until then, systems without cybersecurity can be listed under NLC4
– For systems on the list that updated to NLC4 by April 15, 2020

– Also  for new systems not yet on the list
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Grace Period
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Interoperability Research Sponsored by Natural 
Resources Canada

• Public Report supporting NLC interoperability 

• Coming soon
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Interoperability for

Coming in 2020



Comment Forms
All comments must be submitted 
using DLC Comment Forms. Please 
download the Comment Form and 
submit a completed form to 
comments@designlights.org by May 
29
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mailto:comments@designlights.org
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Questions
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