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Webinar Logistics

• Slides and recorded webinar will be posted to www.designlights.org
after presentation (News and Events / DLC Webinars)

• All attendees on mute; Please use GoToWebinar Interface (Question 
pane) to submit questions  as we go

• DLC will answer simpler questions at the end, as time permits; and 
follow-up directly with attendees with any unanswered questions

• If you experience any technical issues, use Chat feature to let us know

3

http://www.designlights.org/


Agenda

• Introduction

• Interoperability

• Cybersecurity

• Misc.

4



5

NLC Technical Requirement Evolution

June release Version Main Topics

2016 1 Initial release for interior applications

2017 2 Add exterior applications

2018 3
Add DC/PoE; and multi-year plans for energy monitoring 

and cybersecurity

2019 4 Require energy monitoring, and define cybersecurity

2020 5
Introduce interoperability which includes energy 

monitoring; and require cybersecurity



Timeline for NLC5 Release
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2/4

Draft 1 
release

3/17 
Comments 

due

4/16 

Draft 2 
release

5/29 
Comments 

due

6/23 

Final release

You are here
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Changes from Version 4.0 are highlighted in yellow.  
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NLC5 
Focus 
Areas

Cybersecurity

• The practice of defending networked systems and data 
from malicious attacks

• Critical for customer trust and adoption

Interoperability

• The capability of lighting and/or building systems or 
components to exchange actionable information

• Unlocks new energy savings by connecting different 
systems

• Includes External Systems Integration, LS/DR, Energy 
Monitoring 
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Table 3: Definitions of Capabilities and Requirements
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...

Pages 15-20



Table of Contents, page 2
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Interoperability

pages 5-8



DLC Vision
for 
Interoperable 
NLC

• Enhanced market value

• Energy efficient buildings

• Comfortable occupants

• Efficient facility operations

• Market adoption and expansion

• Saving more electricity

15



Intelligent Buildings

• Highly autonomous and “think” on 
their own

– Efficient operation

– Comfortable, productive environment for 
occupants

– Contribute to modern electric grid

• Intelligence relies on “interoperability”  

– The ability to communicate and exchange 
actionable information across building 
systems
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Ideal Sensor Placement: 
Networks for Power & Communication
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As the backbone for rich sensor data, interoperability provided by 
Network Lighting Controls (NLCs) plays an increasingly important role!



Interoperability Driven by “Use Cases”

• A series of interactions between an actor (NLC) and another actor

• Defined functionalities, data sets, and communication pathways

• To achieve a specific goal
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First 3 Use Cases
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External 
Systems 

Integration

Load Shedding/ 
Demand Response

Energy 
Monitoring



Research Report Discusses 
Use Cases in Detail

• General use case description

• Highlighted use case example

• Stakeholder value

• Energy savings potential

• Market status and barriers

• Technical feasibility and gaps

• Supportive interventions
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https://www.designlights.org/lighting-
controls/reports-tools-resources/interoperability-
for-networked-lighting-controls/
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https://www.designlights.org/lighting-controls/reports-tools-resources/interoperability-for-networked-lighting-controls/


With the financial support:
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Main Interoperability Changes from NLC4

• Introduce Interoperability as an expansion of Energy Monitoring Plan 

• Add Energy Reporting Tables EM-1 and EM-2 as recommendations 

• Align EM with ASHRAE 90.1-2016 language

• Add optional Energy Reporting by room-based systems
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Interoperability Changes for Final Release, 
details compared to Draft 2 of NLC5

• Create Tables 1.1 and 2.1

– Clarify that 3 existing capabilities are now recognized as relevant to 
Interoperability

• Remove LS/DR Data Table 

• For energy reports, recognize state change data as an alternative to 15-
minute interval data

• Clarify Energy Reporting exception for room-based systems

• For External Systems Integration, recognize BMS in addition to API
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Energy Monitoring 
Multi-Year Plan
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June 2018 V3

• The Energy Monitoring type was Reported.

June 2019 V4

• Energy Monitoring Capability is Required

• Energy report .CSV and/or API

• Exception for room-based systems

• 1-year grace period

June 2020 V5

• Data requirements

• 15-minute timestamped interval data, or state changes

• Record retention > 2 years

• Guidance for contents, Tables EM-1, EM-2



Reporting guidelines for 
Energy Monitoring 
(pp.7,8)
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Energy 
Monitoring
definition 
updates in 
Table 3
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Energy Efficiency Programs 
Requiring NLC Energy Data

• AEP Ohio – Networked Lighting Controls Program

• ComEd – Networked Lighting System Incentives (page 6)

• Consumers Energy – Networked Lighting Controls Incentives (page 18)

• Focus on Energy – Networked Lighting Controls Offering

• Energy Trust – Whole Building and Path to Net Zero Offering
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https://www.aepohio.com/save/business/programs/AdvancedLightingControls.aspx
https://bit.ly/3f5rPCU
https://bit.ly/3c1psiF
https://bit.ly/3f6T4Nd
https://www.energytrust.org/wp-content/uploads/2020/02/NBE_FM0520WB.pdf


Cybersecurity

pages 9-11
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https://www.energy.gov/eere/ssl/downloads/authenticati
on-vulnerability-assessment-connected-lighting-systems

https://www.energy.gov/eere/ssl/downloads/authentication-vulnerability-assessment-connected-lighting-systems


DLC Cybersecurity Intent

• Ensure that listed Manufacturers have addressed cybersecurity in 
a formally recognized way

• Cite 3rd party standards or services

• Disclose those efforts for users of the QPL

What DLC wants to do:

• Claiming assurance or responsibility or liability for cybersecurity 
performance of listed systems

What DLC wants to avoid:
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Cybersecurity Plan
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June 2018 NLC-3

Any cybersecurity activity is reported.

June 2019 NLC-4

Establish criteria to qualify a set of cybersecurity standards.  

Only products that comply with a qualified standard may declare the optional
cybersecurity capability.

June 2020 NLC-5

Cybersecurity is Required.  Products must comply with at least one standard or service 
that meets the DLC criteria, or be listed under NLC-4 in the grace period. 

Delisting date: Feb 28, 2022

Cybersecurity is Required.  

All products without cybersecurity are removed from the list on Feb 28, 2022.



Main Cybersecurity Changes from NLC4

• Cybersecurity is required for NLC5.

• Add Table CS-2: Cybersecurity Services Recognized by the DLC

• Add Table CS-3: Proof of Cybersecurity Standard Compliance
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Cybersecurity Changes for Final Release, 
compared to Draft 2 of NLC5

• Add ioXt to Tables CS-1 and CS-3

• Update Table CS-3 details
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Cybersecurity

• Goal: accept proprietary standard certifications, while maintaining 
quality
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Cybersecurity Tables, page 11
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Cybersecurity Tables, page 11
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Miscellaneous
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Page 4

Commercial Availability



Change from NLC5 Draft 2

• Grace period extended for COVID-19 interruptions of development 
cycle
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Delisting Timeline (p.12)
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Applications

• NLC5 Applications for new products available July 7

• Pre-populated re-applications for listed products available early August
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Questions


